
3GPP TSG SA WG3 (Security) Meeting #88
S3-171860
07 – 11 August, 2017, Dali, China
revision of S3-17xabc
Source:
Huawei; Hisilicon
Title:
Discussion on untrusted non-3GPP solutions
Document for:
Discussion 
Agenda Item:
7.3
1
Decision/action requested

It is proposed to discuss untrusted non-3GPP solutions.
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Rationale

3.1 Introduction

This contribution proposes a discussion on solutions of untrusted non-3GPP access. Three soluitons will be analysed in the following sections and all observations and proposals can be found in conclusion clause.
3.2  Analysis on EAP-5G Solution
S2-174885[3] is a new non-3GPP solution that proposed in SA2 meeting and attached in the LS S2-174887[5] which asked security concerns.

EAP is an authentication framework which supports multiple authentication methods [6].  But S2-174885[3] states that “This EAP method is not used for authentication but only for encapsulating NAS messages (NAS PDUs) between UE and N3IWF”. Therefore, the EAP-5G is not a ture EAP method.
S2-174885[3] also states “If the UE needs to be authenticated, an inner EAP method (e.g. EAP-AKA’) is used”, EAP-AKA’ authenticates the UE by AUSF, not by N3IWF. Therefore, the N3IWF cannot authenticate the UE in EAP-5G.
Observation 1: EAP-5G is not a real EAP method, since it is not used for authentication.

Observation 2: the EAP-5G cannot be used for mutual authentication between the N3IWF and the UE.

Proposal 1:Inform SA2 WG that EAP-5G is not an authentication method, and suggest SA2 WG to change a name of EAP-5G.

The EAP-5G introduces the following complexity and possibly others that cannot be forseen at this stage:

· The EAP-5G states machine must rely on NAS state machine. 

· RFC 3748[6] says  “EAP is a ’lock step’protocol, so that other than the initial Request, a new Request cannot be sent prior to receiving a valid Response”. But according to S2-174885[3] , the EAP-5G will send a request or response after receiving a NAS signalling, in other words, the EAP-5G cannot verify the EAP signalling at IKEv2 layer, this is not compatible to RFC 3786[6]. In case of error happens at NAS layer, and the NAS layer shall send something to the IKEv2 layer to tell the IPsec need to be released. This introduces iner-communication of NAS layer and IKEv2 layer. 
· Figure 6 of S2-174885[3] shows the scenario where the UE and AMF have already shared a valid security context. In this scenario, the EAP-5G is perfomred in 2 round trips. But in Figure 7 of S2-174885[3] shows the scenario where the UE has a valid security context while the AMF does not have, in this case there are four round trips. Therefore, round trips of the EAP-5G method are flexible and it is able to adapt to different scenarios, possibly rely on NAS messages.

· As 174886[4] said “This is from standards perspective a doable solution but it is far from optimal. Several extra RTTs are needed between UE and N3IWF to start and finish the EAP-5G method and also there will be two EAP sessions running on top of each other between UE and the network (one is terminated in N3IWF and the other in AUSF)”
· As there is only one EAP-Success sending by N3IWF, two EAP methods need to be terminated, and only one EAP-Success introduces complexity on inner communicateion between IKEv2 layer and NAS layer.

· The solution does not consider how to handle the error case, especially outer EAP is failure while inner EAP is successful.

Obesrvation 3: The number of complexity that EAP-5G introduced is difficult to quantify due to too many scenarios that still need further analysis. 
Proposal 2: Inform SA2 WG that the EAP-5G is not compatible to the RFC 3784[6], and the number of complexity introduced by EAP-5G is difficult to quantify at this stage.

Since trusted non-3GPP access is considered by SA3 in phase 2, SA3 does not have any principles to evaluate the possible solution or compare the EAP-5G with other potential solutions. For instance, CT1 WG is studying the protocols carrying NAS signalling, and the decision may be reused for trusted 3GPP access.
Observation 4: SA3 does not have any principle to evaluate the potential trusted non-3GPP solutions.
Observation 5: The protocol for NAS transmission is currently under study by CT1, and the decision may be reused for trusted non-3GPP access.
Proposal 3: Inform SA2 WG trusted non-3GPP access is in phase 2 of SA3, SA3 does not have any principle to evaluate the potential solutions or to conclude which security is better.
Further more, S2-174885[3] is tailored to SA2’s requirement and so many details are missing for evaluation by SA3. Further discussion may be needed in the following meetings. But due to time pressure of phase 1, we shall focus on solving the problems in the agreed solution first. If the problems cannot be sloved, a new solution can be under discussion.
There is no description for the call flow, and too many details are missing. It is a kind of wasting time to open a new discussion on which has been agreed, especially facing the time presure of phase 1.

Observation 6: Too many details are missing, and a full discussion and analysis will be needed in the following meetings.
Proposal 4: There shall be no new solution proposals unless the existing solution cannot be fixed.
3.2  Analysis on NULL Authentication Solution
S2-174886[4] proposed a solution based on first to establish an IPsec connection with a NULL authentication in AUTH payload. This method is not secure because a malicious UE can establish an IPsec with N3IWF without sending a NAS signalling. This wastes the resource of N3IWF. If lots of UE do the same thing, a DoS attack will happen.

Observation 7: NULL authentication is facing a threat of DoS attack. 
The UE and the N3IWF will send another IKE_AUTH to authenticate each other, as described in step 7a and 7b. However according to RFC 7296[7], a new sequence of IKE_AUTH can only be transmitted when a new child SA is created or when a new IKE SA is negotiated which means the IPsec needs to be releasted first. Therefore, this solution does not take into account current RFC 7296[7] which constraints a completed solution. 
Observation 8: New sequence of IKE_AUTH can only be transmitted when a new child SA is created or a new IKE SA is negotiated which means the IPsec needs to be releasted first. 
Two alternative solutions can address the above issue:
· To release and establish again the IPsec, but the latency will increase and more sginallings are introduced. 

· A new child SA is negotiated, however the UE sends registration request in the IKE SA which will be received in child SA creating an inconsistency in the procedure. 

Observation 9: Two optional solutions for sending a new sequence of IKE-AUTH introduce new problems.

Proposal 5: The NULL authentication approach is not secure, and the call flow is not compatible to the RFC 7296 [7].
3.3 Analysis NAS in IKEv2 Solution
In the SA3 #87 meeting , Solution #1.49 was proposed by Nokia and cosigned by Qualcomm Incorporated, Huawei, Hisilicon, Intel, Broadcom and was agreed as the basic solution for TS 33.501[2]. During the meeting, several open issues are identified, and captured as Editor’s Notes or Notes which will be sloved in the normative phase.
A new problemidentified by SA2 WG is that the AMF cannot use the UE temparory ID to get the UE security context and need to request the permanent identity of the UE in some cases. This problem is not a big issue and it can be sloved easiliy based on the current agreed solution #1.49. For instance, the AMF can send reject message directly to the UE via N3IWF or send Identity Request to the UE via N3IWF. The first option leads to the UE and AMF terminate the current connection and the UE will try to communicate with the AMF by sending Registration Request using SUPI. This also introduces latency when IPsec is released and established again, but it is a rare case. The second option is that the AMF sends Identity Request to the UE, and the UE will response the SUPI. The IPsec will be released and established again. However, the AMF must authenticate the UE when it receives the SUPI, so the IKEv2 Request in the new IPsec shall not contain an AUTH payload.
Observation 10: SA2 WG has identified a new issue related to the fact that is the AMF cannot request the identity of the UE in some cases. Many solutions can be chosen to slove such issue.

Proposal 6: Add an Editor’s Note to describe the problem identitied by SA2 WG in the agreed solution.
3.4 Conclusion

Tha analysis shows three proposed solutions on untrusted non-3GPP access.
The following observatios have been made:
Observation 1: EAP-5G is not a real EAP method, since it is not used for authentication.

Observation 2: the EAP-5G cannot be used for mutual authentication between the N3IWF and the UE.
Obesrvation 3: The number of complexity that EAP-5G introduces is difficult to quantify due to too many scenarios. 
Observation 4: SA3 does not have any principle to evaluate the potential trusted non-3GPP solutions.

Observation 5: The protocol for NAS transmission is under study by CT1, and the decision may be reused for trusted non-3GPP access.
Observation 6: Too many details are missing, and a fully discussion will be needed in the following meetings. 
Observation 7: NULL authentication is facing a threat of DoS attack. 
Observation 8: New sequence of IKE_AUTH can only be transmitted when a new child SA is created or a new IKE SA is negotiated which means the IPsec needs to be releasted first. 
Observation 9: Two optional solutions for sending a new sequence of IKE-AUTH introduce new problems.

Observation 10: SA2 WG has identified a new issue related to the fact that is the AMF cannot request the identity of the UE in some cases. Many solutions can be chosen to slove such issue.
The folowing proposals are identified:
Proposal 1: Inform SA2 WG that EAP-5G is not an authentication method, and suggest SA2 WG to change a name of EAP-5G.
Proposal 2:Inform SA2 WG that the EAP-5G is not compatible to the RFC 3784[6], and the number of complexity introduced by EAP-5G is difficult to quantify.

Proposal 3: Tell SA2 WG trusted non-3GPP access is in phase 2 of SA3, SA3 does not have any principle to evaluate the potential solutions or to conclude which security is better.
Proposal 4: There shall be no new solution proposals unless the existing solution cannot be fixed
Proposal 5: The NULL authentication approach is not secure, and the call flow is not compatible to the RFC 7296 [7].
Proposal 6: Add an Editor’s Note to describe the problem identitied by SA2 WG in the agreed solution #1.49 of TR 33.899[1].
4
Detailed proposal

SA3 is kindly requested to take into account the proposals in clause 3.4 when drafting replied LS. 

